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INTRODUCTION

REQUEST FOR PROPOSAL (RFP) FOR TWO FACTOR AUTHENTICATION SOLUTION FOR INTERNET BANKING
Canara Bank a premier Indian Public Sector Bank intends to implement Two Factor Authentication for Internet Banking in the Bank to enhance the online transaction security. The bank has an Internet Banking solution for Retail and Corporate customers. The proposed solution should provide end to end Two Factor Authentication solution. The solution proposed, that meets the requirement of this RFP, should be scalable, robust, and shall have capability to interface with bank's existing solutions. 

Requirements in brief:

Implementation of Two Factor Authentication Solution for Internet Banking of the bank to enable Mobile (SMS) based OTP (one time password) for its retail and corporate customers.

SMS based authentication - When the customer wants to register a payee, an SMS containing the OTP should be sent to the mobile of the customer, which he will key in the application. This OTP has to be validated and customer should be allowed to proceed further with his registration of the payee and once over an SMS should be sent again to the customer that the payee registration is successful. Similarly when the customer does a funds transfer the above SMS based process authentication and information to the customer should happen.

The SMS should be sent  to customer within   15 seconds 

The solution should support Digital certificate based authentication in case Bank wants to go for such authentication at a later date for its  Corporate customers with digital certificates (Solution should support issuing of PKI based digital certificates/ obtained from any Certificate Authority in India )
The  proposed solution should be integrated with bank’s existing internet Banking software ( Flexcube software). Bidders who have already integrated their solution with Flexcube will be preferred. If not integrated , Bidder should undertake to  integrate their solution with Flexcube within four   weeks time from the date of acceptance of Purchase order.
The proposed solution should be integrated with the bank’s existing SMS gateway server for sending SMS.
A vendor submitting the proposal in response to this RFP shall hereinafter be referred to as Bidder.

Interested Bidders who are dealing in Two Factor Authentication solution and meeting the following Eligibility Criteria may respond to this RFP.

ELIGIBILITY CRITERIA 

	Sl.No
	Criteria
	Documents Required

	1. 
	The Bidder is registered as a company in India as per Companies  Act 1956.  
	Copy of the certificate of incorporation and certificate of commencement of business issued by the Registrar of Companies.

	2. 
	The bidder shall be the owner/certified or authorized agent / reseller / partner of the solution offered. 
	Letter from the solution owner authorizing the bidder to participate in the tender. 

	3. 
	The bidder or the solution provider should have supplied and implemented the proposed solution in any two of the Scheduled Commercial Banks in India.
	Copies of the purchase order issued by the Bank and a certificate/letter from the Bank for having completed the project successfully.

	4. 
	The company should be in existence for a minimum period of three   years.
	Audited financial statements for the last two years.

	5. 
	The company should be in this line of activity during the last two years.
	Declaration from the Company.


While submitting the offer, the Bidders are requested to comply with the following instructions &    terms and conditions:

 A. INSTRUCTIONS.

1. BIDDER’S RESPONSE AND OPENING OF BIDS

1.1 Preparation of Bids

1.1.1 . The bidder has to submit the response to the bid in 

·  Technical Bid part A – indicating their compliance to eligibility criteria along with the required documents as per Annexure 1, 2, 3, 4, 5, 6,7 &11 and any other supporting documents.

·  Technical Bid part B – indicating the response to the technical requirement specifications of the Two Factor Authentication Solution as per annexure 9 along with masked Bill of material (without price.)

·  Commercial Bid – furnishing all relevant information in Bill of material as per  Annexure 8  

1.1.2 .  All the Bids shall be submitted in English Language in Font size 12.

1.2. PRE-BID MEETING

1.2.1 A Pre-Bid  meeting of the intending bidders will be held at 11.00 AM IST on Wednesday 10th March 2010 at Canara Bank, Conference Hall, II Floor,  Naveen Complex, 14 M G Road,    Bangalore – 560 001 to clarify any point/doubt raised by them in respect of this RFP.  No separate communication will be sent for this meeting. All communication regarding points requiring clarifications and any doubts shall be given in writing to the Deputy General Manager, DIT Wing, HO Bangalore by the intending bidders before 14.00 hours IST on 10th March 2010
1.2.2 Authorized representatives of interested bidders shall be present during the scheduled time. The Bank shall clarify the queries during the pre-bid meeting followed by confirmation.  No individual consultation shall be entertained.

1.3 SUBMISSION OF BIDS

1.3.1. Technical Bid - Part A

The Technical Bid Part A for Two Factor Authentication Solution is to be sealed in a separate envelope superscribed on the top of the cover as “Technical Bid for Two Factor Authentication Solution for Internet Banking - Part A”.

The Technical Bid- Part A must contain EMD/ Bank  Guarantee in lieu of  
EMD as per clause 15 of this document.
1.3.2. Technical Bid - Part B

The Technical Bid Part B for Two Factor Authentication solution is to be sealed in a separate Envelope super scribed on the top of the cover as “Technical Bid for Two Factor Authentication solution for Internet Banking-  Part B “

1.3.3. The Technical Bid - Part B should be complete in all respects and contain Masked Bill of Material as per Annexure 8 and should not contain any price information.  The Technical Bid - Part B should be complete to indicate that all products and services sought for are quoted.  

1.3.4. Commercial Bid
 The Commercial Bid for Two Factor Authentication solution is to be sealed in 
separate envelope super scribed on the top of the cover as “Commercial Bid 
for Two Factor Authentication Solution for Internet Banking" 
              Commercial Bid shall be submitted as per Bill of Material and other terms and conditions of RFP. The Commercial Bid should give all relevant price information as per Annexure 8.

Under no circumstances the Commercial Bid should be kept in Technical Bid Covers.  The placement of Commercial Bid in Technical Bid covers will make the Bid liable for rejection.
1.3.5. All the pages of Bid including Brochures should be made in an organized, structured, and neat manner. Brochures / leaflets etc. should not be submitted in loose form. All the pages of the submitted bids should be paginated with Seal and Signature of the Authorized Signatory. Bids with eraser/overwriting/cutting are liable to be rejected. If required, the corrections can be made by scoring out entries and writing afresh and the authorized signatory should authenticate.

1.3.6. The separately sealed envelopes containing Technical Bids both Part A & Part  B and Commercial Bid for Two Factor Authentication Solution shall be placed and sealed in another big envelope super scribed on the top of the envelope as “Offer for Two Factor Authentication solution   in response to RFP DCG-1/10 Dt. 24.02.2010”. The Name of the Bidder and due date of the RFP is to be specifically mentioned on the top of the envelope.

1.3.7. The bid/s should be deposited in the Tender Box kept at Canara Bank, DIT Wing, First floor, Naveen Complex, 14 M G Road, Bangalore – 560 001, on or before Thursday, 25th March 2010, 3:00 PM. If last day of submission of bids is declared a holiday under NI Act by the Government subsequent to issuance of RFP the next working day will be deemed to be the last day for submission of the RFP. The Bid/s which is/are deposited after the said date and time shall not be considered. No offer will be accepted directly. 

1.3.8. The bidders may note that no further notice will be given in this regard. Further, in case the bank does not function on the aforesaid date due to unforeseen circumstances or holiday then the bid will be accepted up to 3.00 PM on the next working day and bids will be opened at 3:30 PM at the same venue on the same day.

 1.4    Opening of Bids

1.4.1 The Technical Bid Part A shall be opened in the presence of the Bidder’s representative on Thursday , 25th March 2010, at 3:30 PM at Canara Bank, Conference Hall, II Floor, Naveen Complex,14 M.G Road, Bangalore 560 001.  Bidder’s representative may be present in the venue well in time along with an authorisation letter, as per the format (Annexure –6) enclosed and sign in Register of Attendance during opening of Technical Bid-Part A.

1.4.2 If any of the Bidders or all the bidders who submitted are not present during the specified date and time of opening, it will be deemed that such Bidder is not interested to participate in the opening of the Bid/s and the bank at its discretion will proceed further with opening of the technical bids in their absence.
1.4.3 The Technical Bid Part A submitted by the bidder will be evaluated based on the eligibility criteria stipulated. The Technical Bid Part B of  those bidders who qualify in Technical Bid Part A will only be opened with due communication by the bank. 

 1.4.4 The Commercial Bid of only those bidders who qualified in Technical Bid Part B will be opened with due communication by the Bank. 

2.      DETERMINATION OF L1 BIDDER 

2.1   The Commercial Bids will be evaluated based on the total cost of ownership by taking into account the following , inclusive of taxes   as detailed in Bill of material – annexure 8

· the cost of  1,50,000  SMS OTP based user licenses  . However the Bank has the right to order 50000 user license or more based on assessment. 

· Cost of Hardware, Software, installation , Integration, Implementation 

· Cost of AMC for hardware  for 2 years after the warranty period of 3 years  and ATS for software support for four  years  after the warranty period of 1 year
2.2 The Present Value (PV) of the AMC /ATS cost offered for   the 2  /4 years  for hardware and software  respectively shall be taken to the price of the Hardware /Software Items offered, for the purpose of evaluation of the price bid and arriving at L1, L2 & L3 etc.
     
The Present Value (PV) for the AMC/ATS component per year will be calculated as per the following formula:
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Where 'C' is the annual AMC /ATS amount of each year

            


















'r' is Bank Prime Lending Rate, which is at present 12%.

            














'n' is number of years

2.3 On completion of evaluation process of the commercial bid, the contract will be awarded to the L1 bidder, i.e. bidder quoted the lowest cost of TCO (Total Cost of ownership)  mentioned above. 

2.4 The Bank reserves the right to reject the L1 bid if it finds the same unreasonable.
3. Time Schedule.
3.1.Time is the essence of the Contract. Time Period for delivery, installation, implementation, testing and go-live shall also be indicated separately by the bidder and the same shall also be firm and binding.

3.2 The Selected Bidder should adhere to the  following Project   implementation schedule: 

3.2.1. The  project should be completed within 15 weeks from the date of acceptance of the  purchase order by the successful bidder,  as detailed below:

	a
	Delivery of Hardware   
	Within  4 weeks from the date of acceptance of purchase order

	b
	Installation of Hardware , Software, development of interface , integration etc.


	 Within 4weeks from the date of delivery of  Hardware                   

	c
	User Acceptance Test  ( including fixing of all the bugs   )
	Within 4weeks from the date of installation

	d
	Pilot implementation / release to production / training to Bank officials
	Within 3 weeks from  UAT


3.2.2 The Selected Bidder should provide the detailed Project implementation plan and the Architecture that needs to be installed within a week from the date of acceptance of purchase order.

3.2.3 The software acceptance will be done only after successful resolution of the reported bugs  and the Project shall be signed-off by  the Bank only after the above referred  implementation process gets completed.

3.3. The delay in completion of project will attract Liquidated Damages as per   terms & conditions point number No 3.11 in page number 18
4. OFFER VALIDITY PERIOD

4.1 The Offer submitted and the price quoted therein shall be valid for 6 Months from the date of finalizing the vendor and for such further period as may be requested for by the bank, and agreed to in writing by the bidder.  

5. PROPOSAL OWNERSHIP

5.1 The proposal and all supporting documentation submitted by the bidder shall become the property of the Bank.

5.2  AMENDMENTS TO RFP:  Bank reserves its right to issue any amendments to the RFP and / or to extend the deadline for submission of bid documents at any time prior to deadline for submission of bids, at its sole discretion.  Such amendments to RFP shall be published through Bank’s official website only.

5.3 BIDDER’S RESPONSBILITY VIS-À-VIS THIRD PARTY PRODUCTS/ EQUIPMENTS/ SOFTWARE: If the proposal includes supply of hardware, equipment or software marketed and/or supported by other companies or individuals, the bidder, as the prime contractor for the implementation of the solution, must declare that they possess the requisite permission / license for the equipment / software and the equipment / software should be a branded one.

6. MODIFICATIONS AND WITHDRAWALS OF BID/S

6.1 No offer can be modified or withdrawn by a Bidder after submission of Bid/s.

7. PRELIMINARY SCRUTINY 

The Bank will scrutinize the Bid/s received to determine whether they are complete in all respects as per the requirement of RFP, whether technical documentation as required to evaluate the offer has been submitted, whether the documents have been properly signed and whether items are offered as per the tender requirements.

8. CLARIFICATION OF OFFERS

       During the process of scrutiny, evaluation and comparison of offers, the Bank may, at its discretion, seek clarifications from all the bidders/any of the bidders on the offer made by them.  The request for such clarifications and the Bidders response will necessarily be in writing and it should be submitted within the time stipulated by the Bank.

9. NO COMMITMENT TO ACCEPT LOWEST OR ANY OFFER

9.1 The Bank is not bound to accept the Lowest or any tender or to assign any reason for non-acceptance.  It also reserves its right to reject any or all the offers without assigning any reason thereof whatsoever.

9.2 The Bank will not be obliged to meet and have discussions with any bidder and /or to entertain any representations in this regard.

9.3 The bidder including those, whose tender is not accepted shall not be entitled to claim any costs, charges, damages and expenses of and incidental to or incurred by him through or in connection with his submission of tenders, even though the Bank may elect to modify/withdraw the tender.

9.4 The Bank may withdraw/cancel the RFP at any point of time without assigning any reason.

10. SUBMISSION OF TECHNICAL DETAILS 

10.1It is mandatory to provide all the technical details as has been mentioned in Annexure 9 of this tender.

10.2The Offer may not be evaluated and may be rejected by the Bank without any further reference in case of non-confirmation  or partial confirmation  of technical information given in the RFP.

10.3.The Bank shall not allow / permit changes in the technical specifications once it is submitted.

10.4.The relevant solution information, product/technical brochure, technical specification sheets, merchant arrangement details, transactions/services supported etc. should be submitted along with the Offer.  

11. FORMAT FOR TECHNICAL BID

FORMAT FOR TECHNICAL BID PART A

11.1The list of Documents to be submitted for Technical Bid Part A for this RFP is as follows:

a.  Index

b.  Vendor’s Covering letter. This should be as per Annexure 1.

c.  Profile of the Company / Firm as per Annexure 2

d.  Copy of the certificate of incorporation and certificate of commencement of business issued by the Registrar of Companies.

e.  Certificate on status of the bidder - owner/certified or authorized agent/reseller/partner. 

f.   Letter from the owner of the solution authorizing the bidder to participate. 

g.  Copies of the purchase order issued by the bank and a certificate/letter from the institution for having implemented similar projects. 

h.  Audited financial statements for the last 2 years

i.   Power of Attorney / authorisation with the seal of the bidder’s company / firm in the name of the person signing the tender documents.

j.   Write up on the Work Experience / Expertise in implementing Two Factor Authentication solution.

k.  Names and addresses of the Bankers and email ids, telephonic (landline and mobile), fax numbers. 

l.   Earnest Money Deposit (EMD)/ BG In lieu of EMD.  

m. Technical Compliance Statement as per Annexure 4

 FORMAT FOR TECHNICAL BID PART B

a. Technical Offer as per Specifications given in Annexure 9 should be complete with all the details.

b. The masked Price Offer should be enclosed to the Technical Offer as per Annexure 8. This table should not contain any price information in Technical Offer.

c. Technical Documentation (solution information, product/technical brochure, technical specification sheets, transactions/services supported, Hardware, software, middleware details,  etc.). An index of technical documentation submitted with the offer must be enclosed. The bidder shall cover the following aspects in his technical document:

1. Complete architecture of the solution

2. Transaction flow for Two factor authentication solution for internet banking

3. Complete technical and authentication mechanism of the solution to be provided.

d. Terms and Conditions Compliance Table in the following format should be invariably submitted. This table must cover bidder’s response to all the terms and conditions specified in the Offer document. i.e, Part B (Terms and Conditions)

	Sl. No
	Term No
	Short Description of Term
	Complied 

(Yes / No)
	Deviations if any the vendor wishes to convey.

	1
	
	
	
	

	2
	
	
	
	

	3
	
	
	
	

	4
	
	
	
	


e.  Detailed Time Schedule for the implementation detailing each of the activity like interface development, UAT etc to be submitted 

12. FORMAT FOR COMMERCIAL BID.

The Commercial Bid must not contradict the Technical Offer in any manner.  The suggested format for submission of commercial Offer is as follows:

1. Index

2. Covering Letter

3. Bill of Materials with  Price   (as per Annexure   8). 
13. ERASURES OR ALTERATIONS

The Offers containing erasures or alterations will not be considered.  There should be no hand-written material, corrections or alterations in the offer. Technical details must be completely filled in.  Correct technical information of the product being offered must be filled in.  Filling up of the information using terms such as “OK”, “Accepted”, “Noted”, “As given in Brochure/Manual” is not acceptable.  The Bank may treat such Offers as not adhering to the tender guidelines and as unacceptable.

14. PRICE 

14.1 The cost of Two Factor Authentication solution should be made in Indian Rupees only.

14.2 The bidder shall give the price estimate of the named user license based on number of users registered for funds transfer facility for the first 50000 users and then  in multiples of 50000  users. The user license cost  quoted here should be valid for period 2 years. The software is  to be ported at both DC and DRC . No additional cost for Software at DRC will be paid. Only porting charges for software at DRC will be paid.  Bank will take initially  50000 user license and may place order for additional  user licenses subsequently  based on assessment.

14.3 The bidder shall provide the price estimate of Hardware and Software as  per bill of materials 

14.4 The bidder should provide  3 years warranty  for Hardware from the date of installation and 1 year warranty for software from the date of acceptance of the solution. 

14.5 The bidder shall provide the price estimate of AMC for Hardware  for two years after the expiry of warranty period of three   years. Also the bidder should provide ATS for software for 4 years after the warranty period of 1 year.

 14.6 The bidder shall provide training and operational guidelines to Bank officials on the solution and the price quoted should be inclusive of this.

The Sales Tax / Value Added Tax / Central Sales Tax/ Entry Tax/ Octroi / Service Tax if any as applicable will be paid/reimbursed by the Bank on actual basis .
14.7 The vendor should indicate the individual taxes, and its applicable rate along with the estimated tax amounts to be paid by the Bank.

14.8.If any of the deliverable product, mainly, Hardware, software, Service/Support etc. has both VAT and service Tax, the bidder has to indicate the Goods component with percentage of VAT and Service Component with service Tax involved.   The Goods Component + Service Component should  be limited to 100% of the Cost Price,   For example, if Goods Component is 60% then, the Service Component cannot be more than 40%. 
15. EARNEST MONEY DEPOSIT/BANK GUARANTEE IN LIEU OF EMD    

15.1 The bidder shall furnish Earnest Money Deposit (EMD) of Rs.3,00,000/- (Rupees Three Lacs only) by way of Demand Draft drawn on any scheduled bank in favour of Canara Bank, payable at Bangalore.

15.2 No interest is payable on EMD.
15.3 In Case the EMD is submitted in the form of Irrevocable Bank Guarantee the same issued by Scheduled Bank in India for Rs.3 Lacs with validity for the minimum period of 6 months from the last date for submission of offer. The format for submission of EMD in the form of Bank Guarantee is as per Annexure 10

15.4 The EMD of the Bidders not qualified under Technical Bid will be returned within 30 days after opening the commercial bid of the technically qualified bidders. The EMD of other bidders will be returned upon the selected bidder accepting the order and furnishing the Performance Guarantee.

15.5 The EMD may be forfeited/ Bank Guarantee  in lieu of EMD, may be invoked:

15.5.1 If the bidder withdraws or amends the bid during the period of bid validity specified in this document.

15.5.2 If the selected bidder fails to accept the purchase order as per terms of PO (Purchase Order). 

15.5.3 If the selected bidder fails to sign the contract or fails to furnish Performance Guarantee/ Security Deposit in accordance with the terms of the RFP.

B. TERMS AND CONDITIONS  

1. EFFECTIVE DATE

1.1 The selected bidder shall submit the acceptance of the order within 7    days from the date of receipt of the Purchase order
1.2 The effective date of start of the contract with the selected Bidder shall be the date of acceptance of the order by the Selected Bidder.

2. SCOPE OF CONTRACT

2.1  Canara Bank intends to go for the Two-Factor Authentication for Internet Banking to enhance the online transaction security for all retail and corporate customers. 

2.2   The Bidder will have to implement the solution at Data Centre and Disaster Recovery Centre
2.3   The SMS OTP (one time password) should be sent at the time of Beneficiary maintenance and at the time of Funds transfer also. The OTP entered by the user should be authenticated before allowing user to proceed further.
2.4  The solution should be reliable and scalable

2.5   Solution should be   integrated with Flexcube software.  If not already integrated then  bidder should undertake to  integrate the solution with Flexcube  and all the necessary development and integration should be done by the selected bidder.  Interface details from Flexcube will be provided.

2.6  Bidder shall ensure that Bank achieves through the Two-Factor Authentication the Service objective of having a secure environment for online transaction in Internet Banking.

2.7  The selected vendor should provide required hardware, software and licenses in the implementation / execution of the above Project within the stipulated time period. The Hardware sizing should be done for 1,50,000 users.
2.8   Selected Bidder must supply, install and integrate all the hardware, tools, software, storage, media, documentation and other material as per the terms and conditions. 

2.9   All the components required for the project will be owned by the   Bank. Space and infrastructure to install the system will be provided to the Bidder. The bidder has to furnish the list of reports available 
2.10  The Bank’s team should be included in the process so that they are able to understand the details of the system and process.
2.11  The solution should work in cluster server with high availability in both DC and DRC.

2.12 The solution should have comprehensive customizable reporting tools and must provide a means to log all transactions, and must support standard reporting packages for generating reports like failed authentications, exceptional transactions, list of authentications done etc.

2.13 The solution must encompass installation, integration and customization of the solutions with the existing Internet Banking application of the Bank without hampering the routine operations of the bank.

2.14 The vendor should specifically mention the project implementation plan and the duration indicating the milestones and deliverables.

2.15 The Project implementation plan will be monitored and any delay in achieving the milestone and deliverables will lead to corrective action by imposing LD as per clause 3.11
2.16 Support services based on the criticality of the problem should be provided as per clause no 3.10. Escalation matrix should be provided.
2.17 The solution should have an uptime of 99.9% on calendar quarter basis.  Where there is a failure in maintaining the uptime prescribed under the contract, Bank shall deduct LD as per clause 3.10. 
2.18 The Solution should provide necessary tools / dash board to carry out system /application monitoring and administrative functionality.

2.19   Solution should provide a complete audit trail. 
2.20 Technical Eligibility:

        The bidder has to comply with all the Technical specifications mentioned in Annexure 9.
3. DELIVERY, INSTALLATION & COMMISSIONING

3.1 If the Bidder fails to deliver and / or implement the Two Factor Authentication solution ordered within the stipulated time schedule or by the date extended by the Bank, the same shall be treated as a breach of contract.  In such a case, the Bank may invoke the Bank Guarantee/Forfeit the Security Deposit without any notice to the Bidder.

3.2 Commissioning of the solution will be deemed as complete only when the same is accepted by the Bank in accordance with the Terms & Conditions of this Tender.

3.3 Bank will enter into service level agreement with the Selected Bidder.

3.4 FURNISHING OF INFORMATION: The Bidder is expected to examine all instructions, forms, terms and specifications in these documents.  Failure to furnish all information required by the documents or to submit a bid not substantially responsive to the documents in every respect will be at the Bidder's risk and may result in the rejection of its bid.

3.5 CONTACTING THE BANK: Any effort by a Bidder to influence the Bank in its decisions on bid evaluation, bid comparison or contract award will result in the rejection of the Bidder's bid.

3.6 Selected Bidder: The Term “Selected Bidder” mentioned in this RFP / annexure / addendum / any amendment refers to the bidder who has been short-listed as L1 bidder after evaluation of bids. 

3.7 FORMATION OF CONTRACT: 

On acceptance of letter of communication awarding the contract, a separate contract/Service Level Agreement will be entered into.

3.8 PERIOD OF CONTRACT: 

The period of contract shall initially be for a period of 5 years from date of acceptance. 

Bank also reserves its right to renew the contract after 5 years on the same terms and conditions or mutually agreed terms and conditions between the Bank and the Selected Bidder. In case of shifting of the services to a new Service Provider, due to deficiency in the services extended by Selected Bidder during the period of the contract or due to policy changes, which warrants switching over to new solution, the existing Selected Bidder  shall extend all required support for smooth switch over.

3.9 USE OF CONTRACT DOCUMENTS AND INFORMATION: The Selected Bidder shall not, without the Bank's prior written consent, disclose any specification, plan, drawing, pattern, sample, or information furnished by or on behalf of the Bank in connection therewith, to any person other than a person employed by the Bidder in the performance of the Contract.  Disclosure to any such employed person shall be made in confidence and shall extend only so far, as may be necessary for purposes of such performance.

3.10 UPTIME

The bidder shall guarantee an uptime of 99.9% during warranty and also during AMC/ATS, which shall be calculated on quarterly basis. The "Uptime" is, for calculation purposes, equals to the Total contracted hours in a quarter less Downtime. The "Downtime" is the time between the Time of Report by the Bank and Time of Restoration/Rectification within the contracted hours. "Failure" is the condition that renders the solution is not available to customers. "Restoration" is the condition when the selected bidder demonstrates that the solution is in working order and the Bank acknowledges the same. 

The percentage uptime is calculated on quarterly basis as follows: 

(Total contracted hours in a quarter – downtime hours within contracted hours)

--------------------------------------------------------------------------------------------------* 100

     Total contracted hours in a quarter (A quarter is taken as 90 days)

If the bidder fails to maintain guaranteed uptime of 99.9% on quarterly basis , Bank shall impose penalty as mentioned below on slab basis.

Duration of failure                                                          Penalty

100%  – 99.9 % - Up to 129 Minutes                                       Nil

99.9 % - 99.5%  - 130 Minutes- 648 minutes                        Rs 5,000/-

99.5 % - 99 %    -  649 Minutes- 1296 Minutes                     Rs 10,000/-

 Below 99 %   - Beyond 1296 Minutes                                  Rs 15,000/- (For every  

                                                                 one hour of  failure or part there of)                                               

If the uptime is below 98%, the Bank shall have full right to terminate the contract under this RFP or AMC. The right of termination shall be in addition to the penalty as mentioned above. Uptime will be calculated on quarterly basis. 
3.11 LIQUIDATED DAMAGES FOR DELAY

If the bidder fails in implementing the solution as per the terms of this Tender, the Bank shall have the option to accept or reject the solution proposed by the successful bidder after the expiry of completion period specified in the purchase contract.

In case of acceptance of the delayed implementation as mentioned above, the successful bidder shall be liable to pay as Liquidated damages a sum of Rs.10,000/-, for each completed calendar week of delay or part thereof.

The bank may however extend the time of completion of Force Majeure conditions. 

      The bidder agrees and considers that the liquidated damages set out herein above are fair and reasonable and that he will raise no objection or dispute with regard to the bank’s right to recover the liquidated damages.

The liquidated damages shall be deducted / recovered by the bank from any money due or becoming due to the bidder under this purchase contract or may be recovered by encashment of bank guarantees or otherwise from the bidder.

4. TERMS OF PAYMENT

The following terms of payment shall be applicable to this contract.

	Deliverables
	% OF PAYMENT
	STAGES (On completion of the activities)

	Hardware
	90% 
	Delivery & Installation of Hardware, and submission of invoice with Proof of Delivery and other documents 

	
	10 %
	After completion of warranty period of one year or on submission of Bank Guarantee.

	Software/Licenses
	50% 
	 Porting and integration of the solution.

	
	40% 
	Completion of UAT 

	
	10 %
	after completion of warranty period of one year or on submission of Bank Gurantee.

	Implementation and integration Cost
	100 %
	After pilot implementation and acceptance of the solution

	AMC
	Actuals
	Calendar quarterly in arrears 

	ATS 
	Actuals
	Calendar Yearly in advance


All Taxes & duties as applicable shall be paid on actual  basing on proof submitted.
While claiming the delivery payment the bidder has to submit the following documents in original.

i)   Signed commercial Invoice.

ii) Certificate that all components, parts, sub systems, consumable for the successful installation, commissioning and testing of the systems including basic tool for the day to day maintenance at site in good condition and if any shortfall is noticed during installation, commissioning and testing, the same will be supplied free of cost to the bank

iii) Certificate of Insurance covering all the risks during transit, storage, installation, commissioning, testing and handing over including third party liabilities

5. SECURITY DEPOSIT / PERFORMANCE BANK GUARANTEE

5.1.
The successful bidder should submit a Security Deposit / Performance Guarantee of 10 % of  value of  the contract  within fifteen working days from the date of receipt of the order. 

5.2.
The successful bidder should submit Security Deposit by way of DD favouring  Canara Bank / Performance Bank Guarantee issued by a Scheduled Bank in India.

5.3.
Security deposit if submitted in the form of Performance Bank Guarantee, the guarantee period should be valid for 15 months from the date of placing the order. The guarantee should also contain a claim period of three months from the last date of validity. 

5.4. The security deposit / bank guarantee will be returned to the vendor on completion of warranty period of one year..   

5.5. The selected bidder shall be responsible for extending the validity date and claim period of the bank guarantees as and when it is due, on account of delay in completion of the project. 
5.6. The Bank shall invoke the Bank guarantee before the expiry of validity, if work is not completed and the guarantee is not extended, or if the selected bidder fails to complete his obligations under the contract.    The bank shall notify the selected bidder in writing before invoking the bank guarantee. The proceeds of the guarantee shall be payable to the bank as compensation for any loss from the selected Bidder’s failure to complete his obligations under the contract. 

6. ORDER CANCELLATION.

The Bank reserves its right to cancel the entire / unexecuted part of Purchase Order at any time by assigning appropriate reasons in the event of one or more of the following conditions:

1. Delay in completion beyond the specified period for delivery.

2. Serious discrepancies noted in the solution.

3. Breaches in the terms and conditions of the Order. 

In addition to the cancellation of purchase order, the Bank reserves its right to invoke the Bank Guarantee or forfeit the Security Deposit given by the bidder towards non performance/non compliance of the terms and conditions of the contract, to appropriate the damages. 
7. SUPPORT SERVICES 

The Bidder should meet the service  support   as below:  

Service support should be available for 24* 7 basis

If the failure of any component in any hardware occurs more than 3 times in 6 months such hardware is to be replaced at bidders cost.

8. INDEMNITY.

The Bidder shall indemnify, protect and save the Bank against all claims, losses, costs, damages, expenses, action suits and other proceedings, resulting from infringement of any law pertaining to patent, trademarks, copyrights etc. or such other statutory infringements in respect of Two Factor Authentication solution provided by them.

9. PUBLICITY.

Any publicity by the vendor in which the name of the Bank is to be used will be done only with the explicit written permission of the Bank.

10. NEGLIGENCE. 

In connection with the work or contravenes the provisions of General Terms, if the bidder neglects to execute the work with due diligence or expedition or refuses or neglects to comply with any reasonable order given to him in writing by the Bank, in such eventuality, the Bank may after giving  notice in writing to the Contractor calling upon him to make good the failure, neglect or contravention complained of, within such times as may be deemed reasonable and in default of the said notice, the Bank shall have the right to cancel the Contract holding the Contractor liable for the damages that the Bank may sustain in this behalf. Thereafter, the Bank may make good the failure at the risk and cost of the Contractor.

11. RESPONSIBIILTY FOR COMPLETENESS

Any supplies and services which might not have been specifically mentioned in this tender but are necessary for the installation, testing, commissioning, performance or completeness of the order, shall be provided / made available as per the time schedule for smooth and efficient operation and maintenance of the system under Indian condition.

 The Bidder shall be responsible for any discrepancies, errors and omissions in the technical details submitted by him irrespective of whether these have been approved, reviewed or otherwise accepted by the bank or not. The bidder  shall take all corrective measures arising out of discrepancies, error and omission in drawings and other information as mentioned above within the time schedule and without extra cost to the bank.

12. OTHER TERMS AND CONDITIONS 

i) The Bank shall have the right to withhold any payment due to the Selected Bidder, in case of delays or defaults on the part of the Selected Bidder. Such withholding of payment shall not amount to a default on the part of the Bank. 

ii) Selected Bidder shall hold the Bank, its successors, Assignees and administrators fully indemnified and harmless against loss or liability, claims actions or proceedings, if any, that may arise from whatsoever nature caused to the Bank through the action of its employees, agents, contractors, subcontractors etc. However, the Selected Bidder would be given an opportunity to be heard by the Bank prior to making of a decision in respect of such loss or damage. 

iii) Selected Bidder shall be responsible for managing the activities of its personnel and / or the personnel of its AUTHORISED AGENTS and will be accountable for both. Selected Bidder shall be vicariously liable for any acts, deeds or things done by their employees, agents, contractors, subcontractors etc. which is outside the scope of power vested or instructions issued by the Bank. Selected Bidder shall be the principal employer of the employees, agents, contractors, subcontractors etc. engaged by Selected Bidder and shall be vicariously liable for all the acts, deeds or things, whether the same is within the scope of power or outside the scope of power, vested under the contract to be issued for this tender. 

iv) The indemnification is only a remedy for the Bank. The selected  bidder is not absolved from its responsibility of complying with the statutory obligations as specified above. Indemnity would be limited to court awarded damages and shall exclude indirect, consequential and incidental damages. However indemnity would cover damages, loss or liabilities suffered by the Bank arising out of claims made by its customers and/or regulatory authorities. 

v) Selected Bidder or its authorized agents or its employees shall provide full co-operation to other agencies working in the premises and shall follow the instruction of site in charge. No extra claims shall be entertained on account of any hindrance in work, the Selected Bidder need to provide prerequisites at the time of bid submission. 

vi) Selected Bidder shall not be entitled to any compensation for any loss suffered by it on account of delays in commencing or executing the work, whatever the cause of delays may be including delays arising out of modifications to the work entrusted to it or in any sub-contract connected therewith or delays in awarding contracts for other trades of the Project or in commencement or completion of such works or for any other reason whatsoever and the Bank shall not be liable for any claim in respect thereof. 

vii) Selected Bidder shall strictly comply with the provision of safety codes relevant for the completion of all deliverables documented in this tender. 

viii) It is well defined and understood that the labour or any employee of the Selected Bidder will have no right for claim of employment on the Bank. 

ix) Selected Bidder at his own cost shall arrange for all materials, tools, equipments or any other means required for the carrying out the job up to the stage of completion. 

x) No extra claim shall be entertained on account of all the redo of work on account of Selected Bidder’s negligence and resulting into make good of the damages or damaged portions during executing the job. All such cost shall be borne by the bidder. 

xi) Selected Bidder shall indemnify the Bank from all the acts & deeds on account of negligence by his agencies, representatives, employees or any person acting on his behalf. 

xii) Selected Bidder shall take all risk Insurance coverage including work in progress coverage during the contract period on the material and Labour to cover, damages, accidents and death or whatever may be. 

xiii) Selected Bidder should indemnify the Bank for Intellectual Property Rights (IPR) violation, confidentiality breach, etc, if any. 

xiv) The Bank ascertains and concludes that everything as mentioned in the tender document or its addendum circulated to the bidders and responded by the bidders have been quoted for by the bidders, and there will be no extra cost associated with the same in case the Selected Bidder has not quoted for the same. 

xv) Selected Bidder should ensure that all the peripherals, accessories, sub-components required for the functionality and completeness of the “Two Factor Authentication Solution”, including but not limited to devices, equipment, accessories, software, licenses, tools, etc. should also be provisioned according to the requirements of the “Two Factor Authentication Solution”. 

13. NON-DISCLOSURE INFORMATION: 

The bidders shall not, without the Bank's written consent, disclose any specification or information furnished by or on behalf of the Bank, to any person other than a person employed by the bidder in the performance of the work assigned to them.  The successful bidder shall be required to sign a Non Disclosure Agreement with the Bank as per the prescribed format provided in Annexure 11 

14. FORCE MAJEURE.

The Bidder shall not be liable for default or non-performance of the obligations under the contract, if such default or non-performance of the obligations under this contract is caused by any reason or circumstances or occurrences beyond the control of the vendor, i.e. Force Majeure.

For the purpose of this clause, “Force Majeure” shall mean an event beyond the control of the vendor, due to or as a result of or caused by acts of God, wars, insurrections, riots, earth quake and fire, events not foreseeable but does not 
include any fault or negligence or carelessness on the part of the Bidder, resulting in such a situation.

In the event of any such intervening Force Majeure, the bidder shall notify the Bank in writing of such circumstances and the cause thereof immediately within five calendar days.  Unless otherwise directed by the Bank, the bidder shall continue to perform / render / discharge other obligations as far as they can reasonably be attended / fulfilled and shall seek all reasonable alternative means for performance affected by the Event of Force Majeure.

In such a case, the time for performance shall be extended by a period (s) not less than the duration of such delay.  If the duration of delay continues beyond a period of three months, the Bank and the bidder shall hold consultations with each other in an endeavour to find a solution to the problem.  Notwithstanding above, the decision of the Bank shall be final and binding on the bidder.

15. RESOLUTION OF DISPUTES. 

All disputes and differences of any kind whatsoever, arising out of or in connection with this Offer or in the discharge of any obligation arising under this Offer (whether during the course of execution of the order or after completion and whether beyond or after termination, abandonment or breach of the Agreement) shall be resolved amicably.  In case of failure to resolve the disputes and differences amicably the matter may be referred to a sole arbitrator mutually agreed upon after issue of at least 30 days notice in writing to the other party clearly setting out their in the specific disputes.  In the event of absence of consensus about the single arbitrator, the dispute may be referred to joint arbitrators; one to be nominated by each party and the said arbitrators shall appoint a presiding arbitrator.  The provisions of the Indian Arbitration and Conciliation Act, 1996, shall govern the arbitration.

The venue of arbitration shall be Bangalore, INDIA.

16. JURISDICTION

The Contract shall be governed by the Laws and Regulations of India for the time being in force and will be subject to the exclusive jurisdiction of the Courts in Bangalore, India.

Yours faithfully,

B SHANDILYA

DEPUTY GENERAL MANAGER

ANNEXURE – 1
 COVERING LETTER FORMAT

Offer Reference No:                                                                  




Date:


To

The Deputy General Manager,

Canara Bank,

Delivery Channel Group, 

Department of Information and Technology, 

Naveen Complex, 14 M G Road, 

Bangalore – 560 001

Karnataka

Dear Sir,

Tender Ref: RFP DCG - 1/10 Dated 24-02-2010

Having examined the tender document including all Annexures the receipt of which is hereby duly acknowledged, we, the undersigned, offer to provide Two Factor Authentication solution in conformity with the said tender in accordance with the schedule of prices indicated in the commercial offer and made part of this offer.

If our offer is accepted, we undertake to complete installation and  implementation within 15 weeks as specified in the offer document. 

We enclose a Demand Draft /Bank Guarantee in lieu of EMD for Rs. 3,00,000/- in favour of Canara Bank as EMD.

We agree to abide by this offer till 6 months from the date of finalizing the bidder and for such further period as may be requested for by the bank, and agreed to in writing by the bidder. We also agree to keep the Earnest Money Deposit/Bank Guarantee in lieu of EMD during the entire validity period of the tender. However if we withdraw our offer within the said validity period, you shall have the right to forfeit the EMD/invoke the Bank Guarantee in lieu of EMD, without reference to us. We agree to abide by and fulfil all the terms and conditions of the tender and in default thereof, to forfeit and pay to you or your successors, or authorized nominees such sums of money as are stipulated in the conditions contained in tender together with the return acceptance of the contract for Two Factor Authentication   Solution.

We enclose a list of clients in India with complete address where the solution is implemented and the name and addresses of our Bankers.

We also confirm that we have not been disqualified by any PSU bank for implementing Two Factor Authentication Solution.

Our PAN number for Income Tax is _______________________.

We are registered with the Sales Tax/Service Tax authorities and our registration numbers are as follows.

Sales Tax/VAT Registration Number is _____________________.

Service Tax Registration Number is   ______________________.

We accept all the Instructions and Terms and Conditions of the subject RFP. 

We understand that the Bank is not bound to accept the lowest/highest or any offer the Bank may receive without assigning any reason whatsoever.

Dated this _________day of __________2010

Signature of the Authorized Signatory with date & seal_________________

ANNEXURE – 2
PARTICAULRS OF BIDDER/SOLUTION PROVIDER

	Sl  No  
	Particulars
	

	A
	Bidder's Profile
	

	1.
	Name of the Firm/Company
	

	2.
	Constitution
	

	3.
	Date of Establishment/Incorporation/ commencement of business
	

	4.
	Address

Registered Office

Corporate Office
	

	5.
	Telephone No

Mobile No

FAX No

E-mail Address

Website
	

	6.
	Sales Turnover

2006-2007

2007-2008

2008-2009
	

	7.
	Name of the Banks where Two Factor Authentication solution is implemented with contact details.

1. 

2. 

3. 

4.


	

	8.
	Addresses of other Offices:

1.

2. 

3. 

4.
	


	Sl  No  
	Particulars
	

	B.
	Solution Provider's Profile
	

	1.
	Name of the Company
	

	2.
	Constitution of the Company
	

	3.
	Date of Establishment/Incorporation/ commencement of the Business of the  Company
	

	4.
	Address of the Company

Registered Office

Corporate Office


	

	5.
	Telephone No

Mobile No.

FAX No

E-mail Address

Website
	

	6.
	Nature of Relationship of the Bidder with the Solution Provider

Subsidiary of the solution provider Company/Division of solution provider  Company/certified agent/authorized agent/reseller/partner /Others

Please Specify
	

	7.
	Experience of the solution provider in implementation. 
	


Signature of the Authorised Signatory with date & seal

                    (Full name and Designation of authorised signatory)
ANNEXURE – 3     

TRACK RECORD OF PAST INSTALLATION.
Name of the Bidder__________________

	Sl No
	Name of the Bank where implemented.
	Features/facilities under Two Factor Authentication  Solution implemented


	Contact Person,

Name, Tele No,

FAX No & Address

	1.
	
	
	

	2.
	
	
	

	3.
	
	
	

	4.
	
	
	

	5.
	
	
	


Signature of the Authorised Signatory with date & seal

                                        (Full name and Designation of authorised signatory)
ANNEXURE – 4

TECHNICAL COMPLAINCE STATEMENT

Declaration

We hereby undertake to agree to abide by all the terms & conditions stipulated in the tender document

We certify that the systems / solution offered by us for tender conform to the specifications stipulated in the tender form as per Annexure 9
Signature of the Authorised Signatory with date & seal

                                       (Full name and Designation of authorized signatory)
ANNEXURE-5 

LETTER OF INDEMNITY TO BE GIVEN IN THE COMPANY LETTER HEAD

To

Canara Bank

Department of Information Technology Wing

Head Office

Naveen Complex, #14, M G Road

Bangalore-560001

Sirs,

We refer to our bid for your RFP No. Ref No. __________ dated _________ for implementation of Two Factor Authentication Solution.

We, _______________________ (Company) hereby undertake to indemnify Canara Bank(Bank) for any cost, loss, or consequences resulting from any loss or damage that the Bank may sustain on account of any violation of patents, IPR, trademark etc., by the Company in respect of equipments, components, software, etc. supplied under the above referred RFP. Further the Company shall fully indemnify the Bank against all losses claims, penalties, proceedings, costs, expenses, damages and for the consequences resulting thereto incurred/sustained as a result of any material breach by the Company.

Yours faithfully,

-------------------------------------------

(Authorized signatory and company stamp)

________________________________________

Full name and Designation of authorized signatory

Date:

ANNEXURE - 6
 A
URTHORISATION LETTER FORMAT 

To

The Deputy General Manager,

 Canara Bank






                                                                                                            Date:

 Delivery Channel Group, 

 DIT-Wing. 

 Naveen Complex, 14 M G Road, 

 Bangalore–560 001.  Karnataka

Dear Sir,

SUB: Authorization Letter for attending the Bid Opening

REF: YOUR RFP NO: - _________________ Dt ________________. 

This has reference to your above RFP for supply and Installation of ___________________. Mr./Miss/Mrs. ________________________________________ hereby authorized to attend the bid opening of the above RFP _____________ DT: _____________ on _____________

_________on behalf of our organization.

The specimen signature is attested below:

                                                                          _________________________________

                                                                        Specimen Signature of Representative

__________________________________                __________________________

  Signature of Authorizing Authority

                     Signature of Attesting Authority








_________________________________

Name of Authorizing Authority

ANNEXURE –7

SOLUTION PROVIDER’S AUTHORISATION FORM 

No._____________________.  dated._________________.

To

The Deputy General Manager,

 Canara Bank, 

 Delivery Channel Group, 

 DIT-Wing, 

 Naveen Complex, 14 M G Road, 

 Bangalore–560 001 

 Karnataka

Dear Sir,

Tender Reference No.______________________

We _________________________who are established and reputed owner of ____________________________having registered office at _________and __________

do hereby authorize M/s_________________(Name and address of the Subsidiary/ Division/certified agent/authorized agent/reseller/partner/Agent/Dealer) to offer their quotation, negotiate and conclude the contract with you against the above invitation for tender offer.

We hereby extend our full guarantee and performance assurance as per terms and conditions of the tender and the contract for the Two Factor Authentication Solution offered against this invitation for tender offer by the above firm.

                                                               Yours faithfully

                                                                (Name)





          For and on behalf of 





          M/s __________________

                                                                (Name of Manufacturers)

Note: This letter of authority should be on the letterhead of the owner of the solution and should be signed by a competent person of the owner company.





ANNEXURE - 8

BILL OF MATERIAL 

 FOR PROVIDING TWO FACTOR AUTHENTICATION

This bill of material must be attached in Technical Offer as well as commercial offer. The format will be identical for both Technical and Commercial Bid, except that the Technical Offer should not contain any price information. Technical offers without the bill of materials will be liable for rejection.

Bidder must take care in filling price information in the Commercial Bid  to ensure that there are no typographical or arithmetic errors. All fields must be filled up correctly.

	Sl NO
	Name of the component
	Full description 
	Data Centre


	Disaster Recovery Centre

	
	
	
	No of Units - A
	Cost per unit - B 
	Taxes –

 C
	Total Cost

D (Total of A+B+C)
	No of 

Units

E
	Cost per unit 

F
	Taxes

G
	Total Cost

H   (Total of E+F+G)

	1
	Hardware (rack mountable) 
	Like configuration, required OS licences, version details etc.
	
	
	
	
	
	
	
	

	2
	Software licences
	One time License cost for SMS OTP licenses (To be quoted for one unit consisting of 50000 users)
	1
	 
	
	
	XX
	XX
	XX
	XX

	3
	Software licences
	Cost of licenses for two additional units users ( i.e  for 1,00,000 users in multiples of 50000 ) 
	2
	
	
	
	XX
	XX
	XX
	XX

	4
	Other Software/ Middleware etc, if any with details
	
	
	
	
	
	XX
	XX
	XX
	XX

	5
	Implementation , integration ( with existing internet Banking – flexcube and SMS gateway) and development of interface cost 
	
	 
	 
	
	
	
	
	
	

	6 
	AMC cost for Hardware for 2 years after 3 year warranty i.e 1st year AMC
	
	
	
	
	
	
	
	
	

	 
	AMC cost for 2nd year
	
	
	
	
	
	
	
	
	

	7 
	Software support cost for 4 years (year wise break up) after 1 year warranty ie. ATS for 1 year 


	
	
	
	
	
	XX
	XX
	XX
	XX

	
	ATS for 2nd year
	
	
	
	
	
	XX
	XX
	XX
	XX

	 
	ATS for 3rd year 
	
	
	
	
	
	XX
	XX
	XX
	XX

	 
	ATS for 4th  Year
	
	
	
	
	
	XX
	XX
	XX
	XX

	
	Total 
	
	
	
	
	
	
	
	
	

	
	Grand Total 

(Sum Total of D & H columns)
	


Remarks

The Hardware and software is to be provided both DC & DRC. The configuration of hardware in both DC &DRC should be identical.

No separate User license cost for DRC will be paid by the bank.

The Present Value (PV) of the AMC /ATS cost offered for   the 2  /4years  for hardware and software  respectively shall be taken to the price of the Hardware /Software Items offered, for the purpose of evaluation of the price bid and arriving at L1, L2 & L3 etc.

The Present Value (PV) for the AMC/ATS component per year will be calculated as per the following formula:

        C__

    (1+ r) n  

Where 'C' is the annual AMC /ATS amount of each year

            'r' is Bank Prime Lending Rate, which is at present 12%.

            'n' is number of years

The Sales Tax / Value Added Tax / Central Sales Tax/ Entry Tax/ Octroi / Service, Tax if any as applicable will be paid/reimbursed by the Bank at actual.

The vendor should indicate the individual taxes, and its applicable rate along with the estimated tax amounts to be paid by the Bank.

If any of the deliverable product, mainly, Hardware, software, Service/Support etc. has both VAT and service Tax, the bidder has to indicate the Goods component with percentage of VAT and Service Component with service Tax involved.   The Goods Component + Service Component should be limited to 100% of the Cost Price.
Bank shall be placing Order to the Selected Bidder inclusive of taxes 

                                                                                   Signature of Bidder: __________________

                                                                                    Name: _____________________________

                                                                                      Business Address: ____________________
ANNEXURE- 9

TECHNICAL SPECIFICATIONS

a. The solution should support various types of mobiles

b. The SMS OTP (one time password) should be sent at the time of   beneficiary maintenance and at the time of funds transfer also. The OTP entered by the user should be authenticated before allowing user to proceed further.

c. The Two Factor Authentication should  have been integrated with the Internet Banking Solution provided by M/s OFSS (Flex cube software). If not the solution should be integrated within 4 weeks time from the date of acceptance of purchase order.
d. The solution should provide strong encryption standards ( 128 bit secure channel/3 DES) for storing, generating, sending  OTPs. Should support encrypted communication between the various components.

e. The OTP should be Alphanumeric and the length should be parameter sable so that Bank can choose to have minimum of 5 characters and maximum of 10 characters.

f. The validity of the OTP also should be parameter sable (say 30 seconds to 120 minutes).
g. The solution should generate unique OTP and shall be time bound. The OTP should be randomly generated.
h. The solution should support digital certificate based authentication in case Bank wants to go for it at a latter date and should support use of digital certificates issued by any licensed certifying authority in India .

i. The solution should work in cluster server with   high availability

j. The solution should support functionality on different flavors of Browsers and different flavors of Operating Systems

k. The solution   should have a full web based management and user self-service console. 

l. Solution should integrate with the banks SMS Gateway server to deliver the SMS OTP.

m. Solution should send the OTP instantaneously say within 15 seconds.

n. The authentication server should support strong access control while logging to the system and should support multiple access levels and role based access.

o. Solution should send alerts of system events to administrators for problem resolution

p. Solution should provide for complete log of administrator activities and should be available in the form of report.

q. The solution facilitate periodical backup of authentication servers

ANNEXURE -10

BANK GUARANTEE FORMAT FOR EARNEST MONEY DEPOSIT

To

WHEREAS ______________________________(Name of Tenderer) (hereinafter called "the Tenderer" has submitted its tender dated _______________________ (Date) for the execution of (Name of Contract)_____________ _______(hereinafter called "the Tender") in favour of ______________________.hereinafter called the "Employer";

KNOW ALL MEN by these presents that we, Canara Bank, a body corporate constituted under the Banking Companies (Acquisition & Transfer of Undertakings) Act, 1970 having its Head Office at No.112, J C Road, Bangalore amongst others a branch at ________________ (hereinafter called "the Bank" are bound unto the employer for the sum of Rs________________ (Rupees___________________________________________only) for which payment well and truly to be made to the said Employer, the Bank binds itself, its successors and assigns by these presents;

THE CONDITIONS of this obligation are:

(a) If the Tenderer withdraws its Tender during the period of Tender validity specified in the Tender; or

(b) If the Tenderer having been notified of the acceptance of his Tender by the Employer during the period of Tender validity;

      (i)    Fails or refuses to execute the Agreement, if required; or 

      (ii)  Fails or refuses to furnish the performance security, in accordance with clause   ___________ of conditions of Contract.

We undertake to pay to the Employer up to the above amount upon receipt of his first written demand without the Employer having to substantiate his demand, provided that in his demand the Employer will note that the amount claimed by him is due to him owing to the occurrence of one or both of the two conditions, specifying the occurred condition or conditions.
Notwithstanding anything herein contained, our liability under this guarantee is limited to Rs________________(Rupees___________________________________________only) remain in force up to ___________including the date of expiry of the period of tender validity, and any demand in respect thereof must reach the Bank not later than the date of expiry of this guarantee i.e., on or before _______________ failing which all the rights of the employer under the guarantee shall be forfeited and the Bank shall be deemed to be relieved or discharged from all liabilities hereunder.

Dated _________________day of ________________________20____

ANNEXURE-11

NON-DISCLOSURE AGREEMENT

WHEREAS, we, ________________________________________, having Registered Office at

__________________________________, hereinafter referred to as the COMPANY, are agreeable to offering the Two-Factor Authentication solution to Canara Bank, having its registered office at 14,Naveen complex, HO(annex),M.G Road ,Bangalore -1 hereinafter referred to as the BANK and,

WHEREAS, the COMPANY understands that the information regarding the Banks Two-Factor Authentication shared by the BANK in their Request for Proposal is confidential and/or proprietary to the BANK, and

WHEREAS, the COMPANY understands that in the course of submission of the offer for the said Two- Factor Authentication solution and/or in the aftermath thereof, it may be necessary that the COMPANY may perform certain jobs/duties on the Banks properties and/or have access to certain plans, documents, approvals or information of the BANK; NOW THEREFORE, in consideration of the foregoing, the COMPANY agrees to all of the following conditions, in order to induce the BANK to grant the COMPANY specific access to the BANK’s property/information

The COMPANY will not publish or disclose to others, nor, use in any services that the COMPANY performs for others, any confidential or proprietary information belonging to the BANK, unless the COMPANY has first obtained the BANKs written Authorisation to do so.

The COMPANY agrees that notes, specifications, designs, memoranda and other data shared by the BANK or, prepared or produced by the COMPANY for the purpose of submitting the offer to the BANK for the said Two-Factor Authentication Solution, will not be disclosed to during or subsequent to submission of the offer to the BANK, to anyone outside the BANK 

The COMPANY shall not, without the BANKs written consent, disclose the contents of this Request for Proposal (Bid) or any provision thereof, or any specification, plan, pattern, sample or information (to be) furnished by or on behalf of the BANK in connection therewith, to any person(s) other than those employed/engaged by the COMPANY for the purpose of submitting the offer to the BANK and/or for the performance of the Contract in the aftermath. Disclosure to any employed/engaged person(s) shall be made in confidence and shall extend only so far as necessary for the purposes of such performance.

                                                                                          Authorised Signatory

                                                                                          Name:

                                                                                          Designation:

                                                                                          Office Seal:

Place:

Date:
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